Novell.

The CDE is Novell's Premiere certification. Whileete are three exams in the
CDE track, the Practicum is the one with which npestple have problems.
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To pass the Practicum you must know what you amegdd here are no “paper”
CDEs.



The Practicum exam is just like the real world. 8tmng’'s broken and you are
under pressure to fix it. The existing exam sefaan has both NetWare 4.x
and 5.x servers in it. There are several problenysur scenario and you are
dialing in live to fix them.
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You take the role of the tech or consultant that lien brought in to clean up
the tree. All the scenarios start with a list agthat the “client” was
attempting to perform and could not accomplisht liks real life, at the end of
the job, it is either fixed or you are out of thereand out the money/time it
took to work on it.
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Why is the Practicum so tough? Most people who tagePracticum exam have
little experience with eDirectory beyond creatimglanodifying a few
containers, users and partitions. eDirectory isbaist Directory. A lot can
happen to it and people can still login, print, &iade the rights to do what the
want. You have to understand how it functions, howheck on its health and
how fix it when it is broken.

To get the basics of eDirectory, take NDS Desigh lamplementation. Once
you have your background information firmly in hateke course 991
(Advanced NDS Tools and Diagnostics). You will wavkh a 3-server farm
and insert problems into eDirectory and learn smhee them. If possible, take
one of the CDE “boot camps” Novell sometimes putabNAECs. When it is
taught correctly, It is a “Practicum Prep” coursd.tAe skills you will need to
fix eDirectory on the Practicum — and in the Realdf@re taught in 991.

After you have completed 991, take the Practicightraway. Most people who
fail the Practicum (63% on the first take) do sodese they thought they would
go home and study. In a recent boot camp, we IB¥@success rate on the
Practicum when the students took the test on tigayafternoon.



The first step in passing the Practicum is to usided eDirectory. We don't
have time to cover all 10 days of course matenighis presentation so, here are
the bare bones of eDirectory.
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Like most things, there is no “voodoo” in fixing e@Bctory problem. Here is the
check list | put on the board in every 991 clagmath. Students who follow this
simple list (and a few other pointers we will gtonpass the Practicum. We
will go into each of these items in the followinglss.



Time synchronization is critical. If servers canagtee on time, your

eDirectory tree will probably fail. Fortunatelyirie problems are easily solved
as long as the servers can talk to each other. Megyarios have time sync
problems. Sometimes are the servers are Seconagources. Sometimes the
Secondary time sources cannot communicate to tiggeSReference and the

problem becomes a Connectivity first then a TimacByonization problem.
Just like life.
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If the servers cannot communicate, how are theygytm exchange object and
property information among the replicas? Guarantgedr eDirectory tree is
broken if the servers cannot communicate.



Each version of DS has added capabilities. If youmaot have the most current
DS version on all your servers, those with theedéht Network Operating
System versions may not be able to share datactiytrAs long as your servers
can communicate, fixing DS Version problems istgretisy. We will discuss

how to fix it in a bit.

10



eDirectory is “loosely-consistent.” That is, eacpliea server has a view of the
data stored in it's Directory Information Base (DIBased on when it got the
last data update. If you leave eDirectory alonenéwally all the data will be
passed to all the replica servers. If somethingrinpts the replication of data
among the servers, they will have different viewthe data.

11
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Each replica server has an “external referenceftjmart This is a repository of
pointers to objects something requested but isrthé server’s database. The
“other end” of the pointer is called a BackLink. TBackLink is created on a

server that provided the information to the sewigh the External Reference.

The Backlinker also validates trustee assignmenidetiware 6.

12
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To ensure that each replica knows that an iterm Ietdeleted, there is a 4-stage
system. Each object is flagged 0, 1, 2 or 4(binakif)notification and deletion
commands (0 & 2) are sent by the Master ReplicahEBarver in the ring reply
with stages 1 & 4. The 4 stages are: 0 — notificathat an object is to be
deleted, 1— notification received, 2 — delete theeohj4 — deleted. The
Master Replica will not move to the next stage tias not gotten the
appropriate reply from all the replicas that thayd flagged the object with the
previous stage. The Flatcleaner actually purgeshiects that are flagged stage
4.

You can view obits on a server with the Check ExdeReference function in
DSREPAIR. How you fix them depends on where theysdnck. The 991
course covers the process and problem resolutiaite \gell.

13
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NetWare 4 identifies servers with their “InternBX Number”. Since NetWare

5 does not require IPX, these servers identify rateevers in the replica ring
with their “Server IDs.” Each server holding a repliof a partition needs to
know how to address all the servers in the ringnlfaddress has been changed,
the other servers in the ring may send changes icarrect address and wait
for a Acknowledgment that will never come.

14



Unknown objects can come from a corrupted DIB, beea server has not
received a schema update or because a Partitiorod8iplit has not finished.

15
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The Schema is the set of rules about classes etisbgind their properties.
Whenever you extend the schema, all servers mesivieethe extension.

In some cases, a server will reject informationudumknown objects from
servers with updated schemas. For example, whepyba NetWare 6 server
in a tree with NetWare 5 and 4 servers, the Net\Wagervers must be patched
or else they will see some of the NetWare 6 objastsnknown and refuse their
synchronization. That will block later valid synohization requests.

Make sure you have the proper DS version on eagbwfservers.

16
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There are two sets of tools available to you. Gete@bows you to see and work
on the entire tree and it's partitions, replicad abjects at one time. Using these
tools gives you a good overview. However, you nmastember that you are
always looking at the tree from the point of viefatlee server to which you are
actually connected.

Use these tools to update DS Versions, perfornitarand Replica operations
and tree-wide operations.

18
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This second set are server specific. You are dyreeading the DIB on the
server. Use these tools to see what is actuallpdrdpg on a server or to initiate
operations from that server.

Novell has some additional tools that do additidnattions such as directly
edit the DIB. They don't let us “mere mortals” plajth these more dangerous
tools. That's probably a good thing.
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SET DSTRACE is one of the most basic tools. Witlydau can view
synchronization traffic or initiate an action odtits default cycle. You will use
the SET DSTRACE command frequently during the Feaot.

Each view flag allows you to see a different actoorthe Directory Services
screen. If you don’t have the correct view flag you may initiate the correct
action but not see its result.

20
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When you initiate an action, go to the Directoryvszes screen and watch the
flow of information. When the action has compleitsdorocess, it will report
back either All processed = Yes (#reer) or No (in Red). If you get “All
processed = No”, you need to figure out why theeess did not complete
successfully. Sometimes running the action agallhr@solve the problem.
Other times, some other problem is preventing tmepietion of your action.

21
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This is the standard eDirectory synchronizatioffitaRunning the heartbeat
sends eDirectory changes from this server to hitrogervers.

22



Each server in the tree hold information aboutsitleema. If a server has not
received updated schema information it may viewesofrjects as unknown and
reject synchronization from servers having the rcéel schema.

23
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Checks External References and the states ofrakisein the BackLink list for
obituaries. Backlink does not actually clear dalaibjects. It checks all the
external references and their corresponding backdirsee if each is correctly
pointed and necessary. It also tracks the prognesdithe 4-stage obituary
(deletion) process.

24
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The Flatcleaner does the actual purging of objihetsare in the last of the 4
stages of the deletion process. Flatcleaner alsfiegeand updates the hidden
Public/Private keys for each object in the tree.

25
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These commands are useful since they combine ¢wes\vor actions of several
other commands. MIN is especially useful to resetDS commands back to
their default (minimum) cycle times and settings.
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This little known command is useful not just folopée taking the Practicum but
for real life. Take caution however. It is easydgyet that you have set the alias
command after you have used it. A slip of the fingmuld activate a wrong
action (E.g., DSREPAIR —U). These Alias commandsg 8t memory until the
server is restarted.
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If there is a sequence of view commands you wighetéorm repeatedly, you
can gang the them together. Of course, creating N&¥-for sets of view and
action commands works quite well also. NCF files actually better in the real
world than in the Practicum. You don’t want to it of time because you

were writing “cool” NCF files on each of your serVver

28



You probably remember this capability from yourlnearld experience.
However, don’t forget to use it in the Practicurnisia time saver.
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Just like taking any test. Cram all your cribs amiemonics into your head
before you sit down. Write them down before youthdt start button. Then you
can spend your time working on the problems rattten trying to remember
memory devices.

Get connected to all your servers. Either minintim, or miniaturize them on
your screen. Also open NDSMGR32 and NWADMN32. We&abw how long
these programs take to open. Getting them openwithprevent you from
pulling your hair out when you are under the tinn@ @nd need them.

You will probably use LogicSource often to lookupog codes and get their
suggested resolutions. While there is no shortauhe desktop, it is available
on the Start menu.

30
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Go to each server and see if they agree on TimelBgnization, Connectivity
and DS Version. Those are thitliree items on your checklist. If these top 3
are not fixed, all your additional work will be vmin.

Do a Partition Continuity Check. See what you aetl with. Look up any
errors you see and evaluate the possible coursadiohfs.

31
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Most of the rest of the checklist is found in eittiee DSREPAIR Advanced
Settings or in NDSMGR32. Be careful with the Advadsettings! There is a
reason most of the advanced settings are hidden!

32



Time must be in sync. Every object and propertynme-stamped. Later

timestamps overwrite earlier ones. If the servarsmot agree on time. You will

never get it working properly.

Fortunately, time sync is easy to fix (if the sesvean communicate.)

33
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During the Practicum, there is a limited amountharigs you can do to fix
connectivity. This limits the kinds of errors thest creators can insert into the
scenarios. You can’t go check cables, reset rqueérsso the scenario creators
have to create problems you can fix remotely.

34
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Each DS version has specific capabilities. Eachesenust have the most
recent version for it's NOS version. Here agaiey¢his only so much the
scenario creators can demand of you. You won'’t neetbwnload a patch. Just
make sure each server has the same highest D8rvessall the others with the
same NOS version.

Reality is much the same. However, there may beed to download a patch
for a NOS class of servers.

35
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If the servers can communicate, are in time symchave the same DS versions,
the best thing to do is to LEAVE THEM ALONE! Thatsce in the real world.

In the Practicum, that little clock in the uppeaghi corner keeps on ticking. In
both cases, the heartbeat can only send whath&iohange cache of the server.
If the cache is in error, more corrective actioresrzecessary.

If only the Master is correct, a “Send All” from tiMaster will update all the
replicas. If only one replica is incorrect, a “Reeefrom Master” will replace
the replica with the data on the Master. If ondicegs correct, a “Send All”
from it will update all the other servers in thegi These actions can be found
in DSREPAIR and NDSMGR32.
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This action does two things: check the externarezice-backlink pointer pairs
and shows the status of the obituaries. Both habe tclean before you can
proceed. The Backlinker process (SET DSTRACE= +BLJNK) will clear the
external references but, it will not fix the obitigs shown in the DSREPAIR |
Check External Reference screen.
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Performing this check will show you “stuck” obituesi It shows both the object
with the problem and on which server the obit ikt There are several actions
to clear these. We don’t have enough time to gotimtm all. One of the
possible actions is to put the Master of the reptin the server holding the
stuck obit. If you do move the Master replica dgrihe Practicum, put it back
after it has done it's job. Forgetting to do sol® way to guarantee your
failure.

There are other possible actions to clear obitfottimately, we don’t have
enough time to go into them here. Take the 991ssoWe have a whole
section on clearing obits.
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Check to see if each server agrees as to whatrsdrokl replicas of the
partitions it holds. If the servers disagree, thdipons will not synchronize.

39
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Why are they unknown?

Is there a partition join or split going on? If ®omplete it before deleting
unknown objects.

Are the servers out of Schema Synchronization? c@bpdded in an extended
schema, will appear as unknown objects to a sénatidoesn’t know about the

extension. Check your schema before deleting abpabdied by new software or
new versions.

Never delete a unknown container object! It propablaiting for
synchronization.

40
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Here is where we can ensure that each server agmag object, property and
containment rules. If they do not all agree onrtiies for valid objects, you will
have unknowns.
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Compare the initial setup and the tasks. Anythirfigieent from the setup and
the tasks will cause you to fail.

If you change replica types or move the Mastericaphithout being asked to
do so, put it back!

Don't delete Certificate or License objects! Withthuem, eDirectory stops and
you can say, “Goodbye.” to a successful Practicum!



It's a simple process. Start with the basic heelitbck. Get thesithree (Time,

Connectivity and Version) items on the check lishe. Then work down the
list.

For example, fix connectivity before attemptinditoexternal references or
obituaries. If the servers can't talk, the sengs never sync any changes.
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These are three common errors that need someagtdrdgion. Sometimes they
are a problem and sometimes they are not.

625 is a common error to get. It means somethitdpisking the noted server or
the server is not receiving. Is it a send problera ceceive problem? This error
is often seen in the Time Synchronization screeqitFirst!

663 and and 672 errors may only be temporary andabear on their own.
We'll discuss them later.
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This process will query the other servers to atteimgorrect the Remote IDs of
the servers in the Replica Ring.
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Again, a Remote Server ID problem. If you have need a server, this error
may appear. Don’t rename a server in the Practicoless you are told to. You
have to restart the server to have it take effect.
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Check the server reporting the error to see ifogiam is holding the DIB open.
Did you leave the DSREPAIR | Repair Local Datal@sgnattended Full
screen open? You must exit out of these screemsléek the DIB. Otherwise,
you will insert problems the scenario does not heave you will be chasing

your tail.
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663 and 672 — These errors may be temporary antbdseme other process
holding the DIB open.



Several scenarios have this problem...so does thevoskl.

If you take a server that holds a replica down autitaking it out of the replica
ring, synchronization traffic will stack up waitirigr acknowledgements from
the missing server. If you are going to take it ddar a few hours or even a
few days, that’s probably all right in the real Vdorin the Practicum, if a server
has been removed, take it out of the ring.

49



L (

&

@& K
* ( ,

("0, 6
( ,
@
, A

It may take half your time or more to get the eDioey health. Don’t panic!

The tasks they give you usually take just a fewutds. They may ask you to do
a Partition Split or Join, add a replica to a sereeadd a container and add a
user. Basic things that take little time if theetis healthy.

Have the Directory Services screen on and viewNtd& synchronization traffic
(+S). At the end of each task, watch for the “Alb&ess = Yes” on each of the
RCONSOLE screens. Then perform the next task.
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The STREAMS files store login scripts and print geénformation (among
other thing.) If you get errors here, don’t worbyoat it. These are not part of
the health of the eDirectory and will not countiagayou.
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Don’t go beyond the task list! There are no bomuisfs for “extra” things.

| had a student that had a clean tree 20 minutiesebthe end of the Practicum
exam. He began looking for more things to do. HEetde “Post-NDS Update
Tasks” in DSREPAIR | Advanced. That turned all legtiicate and license
objects into unknown obijects...which he deleted ailéd the Practicum!
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