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http://www.privacyrights.org/ar/ChronDataBreaches.htm


(a) the harmful transmissions and downloads that carry spyware programs; (b) the software 
vulnerabilities that fac
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II. THE LEGAL THREAT 
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The following takes the GLBA obligations, and those adopted by the FTC under 

Section 5, in turn. 

A. The Data Security Regime of the Gramm Leach Bliley Act 

The GLBA is best known to the public for its restrictions on disclosure by financial 
institutions of nonpublic personal information to third parties, but the statute also requires 
various federal and state agencies to set standards for the administrative, technical, and 
physical protection of the customer records and information of financial institutions.  
Pursuant to this requirement, the Office of the Comptroller of the Currency (“OCC”), the 
Federal Reserve Board
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http://www.occ.treas.gov/ftp/release/200049.doc
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http://www.fdic.gov/news/news/financial/2005/fil6605.html
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http://www.ftc.gov/opa/2002/01/elililly.htm;
http://www.ftc.gov/spa/2002/08/microsoft.htm;
http://www.ftc.gov/os/2003/06/guesscmp.htm;
http://www.ftc.gov/os/caselist/0323209.htm
http://www.oag.ny/us
http://www.ag.state.oh.us/press_releases/2005/pr20050606.htm
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http://ftc.gov
http://ftc.gov.opa/2002/09/dewie.htm
http://ftc.gov/bcp/workshops/spyware/index.htm
http://www.ftc.gov
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e.

http://www.coso.org
http://www.fdic.gov/news/news/financial/2005/fil6605.html
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Finally, the FTC’s own staff report and report to Congress make clear that spyware 
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